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Online safety Policy – Autumn 2020
Introduction, aims, purpose of policy
IT is an essential resource to support learning and teaching, as well as playing an important role in the
everyday lives of children and adults. The policy highlights the need to educate children about the
benefits and risks of using technology and provides safeguards and awareness for users to enable them
to control their online experience. This policy is designed to ensure safe internet use by pupils in school,
but also while on-line at home.
The policy sets out the key principles expected of all members of the school community at Chase
Bridge with respect to the use of IT based technologies. It will establish clear mechanisms to identify,
intervene and escalate an incident where appropriate. It documents the management of the IT
infrastructure and network.
Legislation and guidance
This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping
Children Safe in Education, and its advice for schools on:
 Teaching online safety in schools
 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff
 Relationships and sex education
 Searching, screening and confiscation
It also refers to the Department’s guidance on protecting children from radicalisation.
It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the
Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education
Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary,
searching for and deleting inappropriate images or files on pupils’ electronic devices where they
believe there is a ‘good reason’ to do so.
Please also refer to the following policies and documents
 Data Protection Policy
 Privacy Policy
 Safeguarding Policy
 Behaviour and Anti-Bullying Policy
 Freedom of Information Act
 Complaints Policy
 Remote learning Policy

2

Online safety Policy – Autumn 2020
Contents
p.4
Roles and responsibilities
p.5
Staff training
p.2
Expected conduct
p.3
Incident management
p.4
E-safety curriculum
p.5
Managing the IT Infrastructure
p.7
Emails
p.8 School website
p.8 Data security
p.9 Equipment and digital content
p.11 Asset disposal
p.11 Complaints
p.12 Appendices

3

Online safety Policy – Autumn 2020
Roles and responsibilities
The Headteacher is responsible for:



The overall responsibility for the online provision
Ensuring the school uses an approved, filtered internet service, which complies with current
statutory requirements
Ensuring staff receive suitable training in their online roles
Ensuring procedures to be followed in the event of a serious online incident




The subject leader for IT is responsible for:


The day-to-day responsibility online safety issues and has a leading role in establishing and
reviewing the school online policy
Promoting an awareness and commitment to online safeguarding throughout the school
community
Ensuring that online safety education is embedded across the curriculum
Liaising with school IT technical staff
Reviewing our incident forms and establishing any patterns
Communicating regularly with SLT to discuss current issues, review incident logs
Ensuring that all staff are aware of the procedures that need to be followed in the event of an
online safety incident








The IT manager is responsible for:







Putting in place appropriate filtering and monitoring systems, which are updated on a regular
basis and keep pupils safe from potentially harmful and inappropriate content and contact
online while at school, including terrorist and extremist material
Ensuring that the school’s ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly
Conducting a full security check and monitoring the school’s ICT systems on a regular basis
Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files
Ensuring that any online safety incidents are logged (see appendix 5) and dealt with
appropriately in line with this policy
Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the
school behaviour policy

The governors are responsible for:



Ensuring that the school follows all current online safety advice to keep the children and staff
safe
Reviewing the effectiveness of the policy. Support the school in encouraging parents and the
wider community to become engaged in online safety activities
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Parents are responsible for:



Ensuring their child has read, understood and agreed to the school policy
Notifing a member of staff or the headteacher of any concerns or queries regarding the policy

Parents can seek further guidance on keeping children safe online from the following organisations
and websites:
 What are the issues? - UK Safer Internet Centre
 Hot topics - Childnet International
 Parent factsheet - Childnet International
Staff training
As IT practice evolves so quickly we endeavour to ensure that staff have the right knowledge, skill and
capability to use IT effectively and ensure that suitable safeguards are in place:




As part of our induction process we provide all new staff with information and guidance on the
online safety policy and the school’s Acceptable Use Policies.
We make regular training available to staff on online safety issues e.g. inset days, staff meetings
Ensure staff know how to send or receive sensitive and personal data and understand the
requirement to encrypt data where the sensitivity requires data protection

Expected conduct
In this school, all users are:






responsible for using the school IT systems in accordance with the relevant Acceptable Use need
to understand the importance of misuse or access to inappropriate materials and are aware of the
consequences
given a copy of the Welcome to Chase Bridge leaflet (that summarises key information from the
School Handbook) which they will be expected to sign before being given access to school
systems
Need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so
Should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the Online Safety Policy covers their actions out of
school, if related to their membership of the school
Will be expected to know and understand school policies on the use of mobile phones, digital
cameras and mobile devices. They should also know and understand school policies on the
taking/use of images, videos and on cyber-bullying

Incident Management (See appendix 1)
In this school:


There is strict monitoring and application of the online safety policy and a differentiated and
appropriate range of sanctions
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All members and its wider community are encouraged to be vigilant in reporting issues, in the
confidence that issues will be dealt with quickly and sensitively, through the school’s escalation
processes
Support is actively sought from other agencies as needed (e.g. the local authority) in dealing with
online safety issues
Monitoring and reporting of online safety incidents takes place and contribute to developments in
policy and practice in online safety within the school. The records are reviewed and reported to
the school’s senior leaders and the Governors
Parents / carers are specifically informed of online safety incidents involving young people for
whom they are responsible.
We will contact the police if one of our staff or pupils receives online communication that we
consider is particularly disturbing or breaks the law

Online Safety Curriculum
Chase Bridge has a clear, progressive online safety education programme as part of the Computing
curriculum/PSHE curriculum. It is based on the National Curriculum. This covers a range of skills and
behaviours appropriate to their age and experience.
In Key Stage 1, pupils will be taught to:



Use technology safely and respectfully, keeping personal information private
Identify where to go for help and support when they have concerns about content or contact on
the internet or other online technologies

Pupils in Key Stage 2 will be taught to:




Use technology safely, respectfully and responsibly
Recognise acceptable and unacceptable behaviour
Identify a range of ways to report concerns about content and contact

By the end of primary school, pupils will know:







That people sometimes behave differently online, including by pretending to be someone they are
not.
That the same principles apply to online relationships as to face-to-face relationships, including the
importance of respect for others online including when we are anonymous
The rules and principles for keeping safe online, how to recognise risks, harmful content and
contact, and how to report them
How to critically consider their online friendships and sources of information including awareness
of the risks associated with people they have never met
How information and data is shared and used online
How to respond safely and appropriately to adults they may encounter (in all contexts, including
online) whom they do not know

Cyber-bullying
Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming
sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or group by
another person or group, where the relationship involves an imbalance of power.
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To prevent and address cyber-bullying
To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they
become aware of it happening to them or others. We will ensure that pupils know how they can
report any incidents and are encouraged to do so, including where they are a witness rather than the
victim.
The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the
forms it may take and what the consequences can be. Teachers will discuss cyber-bullying with their
class, and the issue will be addressed in assemblies.
Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover
cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other
subjects where appropriate.
All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact
and ways to support pupils, as part of safeguarding training.
The school also sends information/leaflets on cyber-bullying to parents so that they are aware of the
signs, how to report it and how they can support children who may be affected.
In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the
school behaviour policy. Where illegal, inappropriate or harmful material has been spread among
pupils, the school will use all reasonable endeavours to ensure the incident is contained.
The DSL will consider whether the incident should be reported to the police if it involves illegal
material, and will work with external services if it is deemed necessary to do so.
Managing the IT infrastructure
Internet access, security (virus protection) and filtering











We have an educational filtered secure broadband connectivity
We use a filtering system which blocks sites that fall into categories such as pornography, race
hatred, gaming, sites of an illegal nature, etc.
Chase Bridge uses whole school level filtering where relevant, thereby closing down or opening
up options appropriate to the age / stage of the students;
We use Sophos anti-virus software etc. and network set-up so pupils cannot download executable
files;
We use DfE, LA or LGfL approved systems such as S2S, USO FX, secured email to send personal
data over the Internet and uses encrypted devices or secure remote access where staff need to
access personal level data off-site;
We only unblock external social networking sites for specific educational or school purposes;
We work in partnership with the LGfL to ensure any concerns about the system are
communicated so that systems remain robust and protect students and staff;
We are vigilant in our supervision of pupils’ use at all times, as far as is reasonable, and use
common-sense strategies in learning resource areas where older pupils have more flexible access;
We are vigilant when conducting ‘raw’ image search with pupils e.g. Google image search;
Informs all users that internet use is monitored;
7

Online safety Policy – Autumn 2020




Chase Bridge informs staff and students that that they must report any failure of the filtering
systems directly to the IT Teaching Assistant. The IT Teaching Assistant logs or escalates as
appropriate to the Technical service provider or LGfL Helpdesk as necessary;
We provide advice and information on reporting offensive materials, abuse/ bullying etc. available
for pupils, staff and parents;
We immediately refer any material we suspect is illegal to the appropriate authorities – police and
the LA.

Network management (user access, backup)
Chase Bridge:






Uses individual, audited log-ins for all users
Uses guest accounts occasionally for external or short term visitors for temporary access to
appropriate services
Requires the Technical Support Provider to be up-to-date with LGfL services and policies;
Storage of all data within the school will conform to the UK data protection requirements and to
the new General Data Protection Regulations which comes into force on the 25th May 2018.
Pupils and Staff using mobile technology, where storage of data is online, will conform to the EU
data protection directive where storage is hosted within the EU. The link takes you to a Wikipedia
page which I think we should remove. I think we can add that the storage of data also complies
with GDPR.

To ensure the network is used safely, Chase Bridge:
 Ensures staff read and sign that they have understood the school’s Online Safety Policy. Following
this, they are set-up with internet, email access and network access. Online access to service is
through a unique, audited username and password. Staff access to the schools’ management
information system is controlled through a separate password for data security purposes;
 We provide pupils with an individual network log-in username. From Year 3 they are also
expected to use a personal password;
 Has set-up the network with a shared work area for pupils and one for staff. Staff and pupils are
shown how to save work and access work from these areas;
 Requests that teachers and pupils do not switch the computers off during the day unless they are
unlikely to be used again that day or have completely crashed. We request that they DO switch
the computers off at the end of the day. The school Premises Team will conduct end of day
checks to ensure that all IT equipment has been shut down.
 Scans all mobile equipment with anti-virus / spyware before it is connected to the network;
 Makes clear that staff are responsible for ensuring that all equipment that goes home has the antivirus and spyware software maintained up-to-date and the school provides them with a solution
to do so;
 Makes clear that staff are responsible for ensuring that any computer or laptop loaned to them by
the school, is used solely to support their professional responsibilities and that they notify the
school of any “significant personal use” as defined by HM Revenue & Customs;
 Makes clear that staff accessing LA systems do so in accordance with any corporate policies;
e.g. Borough email or intranet; finance system, Personnel system etc.
 Has integrated curriculum and administration networks, but access to the Management
Information System is set-up so as to ensure staff users can only access modules related to their
role; e.g. teachers access report writing module; SEN coordinator - SEN data;
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Ensures that access to the school’s network resources from remote locations by staff is restricted
and access is only through school / LA approved systems: e.g. staff access their area through the RDP
Gateway system;
Does not allow any outside agencies to access our network remotely except where there is a
clear professional need and then access is restricted and is only through approved systems;
e.g. technical support or MIS Support, our Education Welfare Officers accessing attendance data
on specific children, parents using a secure portal to access information on their child;
Provides pupils and staff with access to content and resources through approved learning
platforms which staff and pupils access using their unique username and password;
Makes clear responsibilities for the daily back up of MIS and finance systems and other important
files;
Has a clear disaster recovery system in place for critical data that includes a secure, remote back
up of critical data, that complies with external audit’s requirements;
Uses the DfE secure s2s website for all CTF files sent to other schools;
Ensures that all pupil level data or personal data sent over the internet is encrypted or only sent
within the approved secure system in our LA or through USO secure file exchange (USO FX);
Follows ISP advice on Local Area and Wide Area security matters and firewalls and routers have
been configured to prevent unauthorised use of our network;
Our wireless network has been secured to industry standard Enterprise security level
/appropriate standards suitable for educational use;
All computer equipment is installed professionally and meets health and safety standards;
Reviews the school ICT systems regularly with regard to health and safety and security.

Educating parents about online safety
The school will raise parents’ awareness of internet safety in letters or other communications home,
and in information via our website. This policy will also be shared with parents.

Password policy
All staff have their own unique username and private password to access school systems. Passwords
should be strong and kept private. Different systems will use different usernames and passwords and
users are prompted to change passwords on a regular basis.
E-mail
Staff:
 Staff are provided with an email account for their professional use
 Access in school to external personal email accounts may be blocked
 The school does not publish personal e-mail addresses of pupils or staff on the school website.
We use anonymous or group e-mail addresses, for example info@chasebridge.richmond.sch.uk



We will contact the police if one of our staff or pupils receives an e-mail that we consider is
particularly disturbing or breaks the law
We use a number of LGfL provided technologies to help protect users and systems in the school,
including desktop anti-virus product Sophos, plus direct email filtering for viruses, Trojans,
pornography, phishing and inappropriate language.
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Pupils:
 We use Google Mail (LGFL approved and sanctioned) with Upper KS2 pupils and lock this down
where appropriate using LGfL SafeMail rules. Google Mail accounts are intentionally restricted for
internal messaging only for their protection. External email addresses maybe whitelisted if it
forms part of the computing lesson and are approved by the year group leader.
 Upper KS2 Pupils are introduced to, and use e-mail as part of the ICT/Computing scheme of work
 Pupils are taught about the safety and ‘etiquette’ of using e-mail both in school and at home i.e.
they are taught:
o not to give out their e-mail address unless it is part of a school managed project or to
someone they know and trust and is approved by their teacher or parent/carer;
o that an e-mail is a form of publishing where the message should be clear, short and
concise;
o that any e-mail sent to an external organisation should be written carefully and authorised
before sending, in the same way as a letter written on school headed paper;
o they must not reveal private details of themselves or others in e-mail, such as address,
telephone number, etc.;
o to ‘Stop and Think Before They Click’ and not open attachments unless sure the source is
safe;
o that they should think carefully before sending any attachments;
o embedding adverts is not allowed;
o that they must immediately tell a teacher / responsible adult if they receive an e-mail which
makes them feel uncomfortable, is offensive or bullying in nature;
o not to respond to malicious or threatening messages;
o not to delete malicious of threatening e-mails, but to keep them as evidence of bullying;
o not to arrange to meet anyone they meet through e-mail without having discussed with an
adult and taking a responsible adult with them;
o that forwarding ‘chain’ e-mail letters is not permitted.
School website








The Headteacher takes overall responsibility to ensure that the website content is accurate and
the quality of presentation is maintained;
Uploading of information is restricted to our website authorisers;
The school web site complies with the statutory DfE guidelines for publications;
Most material is the school’s own work; where other’s work is published or linked to, we credit
the sources used and state clearly the author's identity or status;
The point of contact on the web site is the school address, telephone number and we use a
general email contact address, e.g. info@chasebridge.richmond.sch.uk;
We do not use pupils’ full names when saving images in the file names or in the tags when
publishing to the school website;
We do not use embedded geo data in respect of stored images;

Learning platforms
 Uploading of information on the schools’ learning platforms is shared between different staff
members according to their responsibilities e.g. all class teachers upload information in their
class areas;
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All learning platforms used in the school comply with General Data Protection Regulations
(GDPR) and have the appropriate policies in place.
Children’s accounts for the different learning platforms are only kept for as long as necessary and
data deleted accordingly.
Photographs and videos uploaded to the schools secure network directories will only be
accessible by staff members
In school, pupils are only able to upload and publish within school approved and closed systems

CCTV
We have CCTV in the school as part of our site surveillance for staff and student safety. We will not
reveal any recordings (retained by the school for 28 days), without permission except where disclosed
to the police as part of a criminal investigation.
Data security: Management Information System access and Data transfer
Strategic and operational practices
At this school:
 The Head Teacher has overall responsibility as Data Controller and our School Business Manager
is our Data Protection Officer.
 We ensure staff know who to report any incidents where data protection may have been
compromised. More information can be found in our data protection policy.
 All staff are DBS checked and records are held in one central record by the School Business
Manager.
 We ensure ALL the following school stakeholders sign an Acceptable Use Agreement form.
o staff,
o governors,
o pupils
o parents
This makes clear staff’s responsibilities with regard to data security, passwords and access.
 We follow LA guidelines for the transfer of any data, such as MIS data or reports of children, to
professionals working in the Local Authority or their partners in Children's Services / Family
Services, Health, Welfare and Social Services.
 We have an approved remote access solution so staff can access sensitive and other data from
home, without need to take data home.
 School staff with access to setting-up usernames and passwords for email, network access and
learning platforms access are working within the approved system and follow the security
processes required by those systems.
 We ask staff to undertake at least annual house-keeping to review, remove and destroy any digital
materials and documents which need no longer be stored.
Technical Solutions
 Staff have secure area(s) on the network to store sensitive documents or photographs.
 We require staff to lock their computer if they are leaving it unattended.
 We use the DfE S2S site to securely transfer CTF pupil data files to other schools.
 We use the Pan-London Admissions system (based on USO FX) to transfer admissions data.
 Staff with access to the Admissions system also use an LGfL OTP tag as an extra precaution.
 We use RDP with its 2-factor authentication for remote access into our systems.
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We use LGfL's USO FX to transfer other data to schools in London, such as references, reports
of children.
We use the LGfL secure data transfer system, USOAutoUpdate, for creation of online user
accounts for access to broadband services and the London content
We store any Protect and Restricted written material in lockable storage cabinets in a lockable
storage area.
All servers are in lockable locations and managed by DBS-checked staff.
We use a secure online back-up service which complies with the UK Data Protection and GDPR
requirements.
Paper based sensitive information is collected by secure data disposal service.

Equipment and Digital Content
Personal Devices
Staff are not permitted to use personal devices to transfer or store sensitive data using non-school
approved email accounts or any cloud based services. When working off-site, staff will use a 2-factor
authentication to remote access onto the schools network systems.
All school personnel are trained to:
 be discreet and confidential;
 consider the safe and secure positioning of computers;
 turn off computers when not in use;
 remember password access;
 lock filing cabinets and doors to offices;
 shred confidential material;
 clear their desk before they leave school.
Personal mobile phones and mobile devices
The use of personal mobile technology is prohibited when staff or visitors are responsible for
children’s safety and well-being. There are strictly limited exceptions to this, for example when the
technology protects or keeps the children safe; when there is direct relevance to a lesson; when used
as part of official school communications.
 Mobile phones brought into school are entirely at the staff member or visitor’s own risk. The
School accepts no responsibility for the loss, theft or damage of any phone or hand held device
brought into school.
 All visitors are requested to keep their phones on silent.
 The School reserves the right to search the content of any mobile or handheld devices on the
school premises where there is a reasonable suspicion that there is a breach in data protection or
it may contain undesirable material, including those which promote pornography, violence or
bullying. Staff mobiles or hand held devices may be searched at any time as part of routine
monitoring.
 Where parents or students need to contact each other during the school day, they should do so
only through the School’s telephone.
 No images or videos should be taken on mobile phones or personally-owned mobile devices
without the prior consent of the person or people concerned.
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Students’ use of personal devices
 Only pupils in Y6 are allowed to bring in mobile phones. These phones need to be non-smart
phones and are handed to the teacher at the start of the day.
 If a student breaches the school policy then the phone or device will be confiscated and will be
held in a secure place in the school office. Mobile phones and devices will only then be released to
parents or carers in accordance with the school policy.
School staff have the specific power under the Education and Inspections Act 2006 (which has been
increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or
files on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where they
believe there is a ‘good reason’ to do so.
When deciding whether there is a good reason to examine or erase data or files on an electronic
device, staff must reasonably suspect that the data or file in question has been, or could be, used to:
 Cause harm, and/or
 Disrupt teaching, and/or
 Break any of the school rules
If inappropriate material is found on the device, it is up to the staff member in conjunction with the
DSL or other member of the senior leadership team to decide whether they should:
 Delete that material, or
 Retain it as evidence (of a criminal offence or a breach of school discipline), and/or
 Report it to the police
Any searching of pupils will be carried out in line with the DfE’s latest guidance on screening,
searching and confiscation.
Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic
devices will be dealt with through the school complaints procedure.

Staff use of personal devices
 Any permitted images or files taken in school must be downloaded from the device and deleted in
school before the end of the day.
 Staff are not permitted to use their own mobile phones or devices for contacting children, young
people or their families within or outside of the setting in a professional capacity.
 Staff will be issued with a school phone where contact with students, parents or carers is required.
 Staff should not use personally-owned devices, such as mobile phones or cameras, to take photos
or videos of pupils unless as part of an approved and directed curriculum-based activity.
 If a member of staff breaches the school policy then disciplinary action may be taken.

Digital images and video
In this school:
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We operate an ‘opt in’ permission policy for use of digital photographs or video involving their
child as part of the school agreement form when their daughter / son joins the school;
We do not identify pupils with their full names in online photographic materials or include the full
names of pupils in the credits of any published school produced video materials / DVDs;
The school blocks/filter access to social networking sites or newsgroups unless there is a specific
approved educational purpose;
Pupils are taught about how images can be manipulated in their online safety education
programme and also taught to consider how to publish for a wide range of audiences which might
include governors, parents or younger children as part of their ICT scheme of work;
Pupils are advised to be very careful about placing any personal photos on any ‘social’ online
network space. They are taught to understand the need to maintain privacy settings so as not to
make public, personal information.
Pupils are taught that they should not post images or videos of others without their permission.
We teach them about the risks associated with providing information with images (including the
name of the file), that reveals the identity of others and their location, such as house number,
street name or school. We teach them about the need to keep their data secure and what to do if
they are subject to bullying or abuse.

Asset disposal






Details of all school-owned hardware will be recorded in a hardware inventory.
Details of all school-owned software will be recorded in a software inventory.
All redundant equipment will be disposed of through an authorised agency. This will include a
written receipt for the item including an acceptance of responsibility for the destruction of any
personal data.
All redundant equipment that may have held personal data will have the storage media forensically
wiped. Alternatively, if the storage media has failed, it will be physically destroyed. The school will
only use authorised companies who will supply a written guarantee that this will happen
Disposal of any equipment will conform to The Waste Electrical and Electronic Equipment
Regulations 2006 and/or The Waste Electrical and Electronic Equipment (Amendment)
Regulations 2007. Further information can be found on the Environment Agency website.

Handling complaints:
 The school will take all reasonable precautions to ensure online safety. However, owing to the
international scale and linked nature of internet content, the availability of mobile technologies and
speed of change, it is not possible to guarantee that unsuitable material will never appear on a
school computer or mobile device. Neither the school nor the Local Authority can accept liability
for material accessed, or any consequences of internet access.
 Staff and pupils are given information about infringements in use and possible sanctions. Sanctions
available include:
o interview by class teacher, Head of Year or Headteacher;
o informing parents or carers;
o removal of internet or computer access for a period
o referral to LA / Police.
 All complaints about online behaviour should be directed through the normal school complaints
procedure.
 Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying Policy. Complaints
related to child protection are dealt with in accordance with school / LA child protection
procedures.
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